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Abstract

Machine learning technologies have attracted enormous research interests as they process a complex statistic of
data. At the same time, security and privacy have become urgent. Recently, some studies on machine learning
privacy show that trained machine learning models can memorize the training data, and some attacker can reveal
sensitive information of data used for training even for tabular, text, and image data. Here, we first analyze the
trends of recent works on privacy attacks and risks of machine learning models. Then, we state open problems and
future directions.

I . Introduction

After Google’s artificial intelligence (Al) program
defeated the Go world champion, the AlphaGo shock,
the machine learning technologies have attracting
enormous interests in academic/industrial areas. Now,
generative models, e.g., ChatGPT, Dall-E, Dreambooth,
and Stable Diffusion, are driving another shock, in
which they can generate realistic text/image by
learning/memorizing huge datasets.

Notwithstanding the remarkable interests in Al
technologies, the high pace of development of Al
results in privacy and security having stayed one step
behind the technological innovations.

Recently, the security and privacy of Al
technologies are starting to attract research interest.
In this study, we survey various privacy attack
methods on machine learning, which reveals sensitive
information of machine learning models or training
data.

II. Types of Privacy Attacks on Machine

Learning

In this section we briefly introduce four categories
of privacy attack methods briefly and classify existing
method.
¢ Membership Inference Attack: The membership
inference attack is to reveal the existence of a sample
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data in the training dataset, i.e., the membership
inference attack predicts whether a data instance is
used in the training dataset or not. This attack policy
is the lowest level of data inversion attack; however,
it guarantees the bound of data protection. For
instance, several works [1, 2] use membership
inference attack to guarantee certification of the data
safety.

In [3], a membership inference attacker aims to find
whether a data point is a member of dataset of not,
especially for overfitted model.

¢ Reconstruction Attacks: The reconstruction attack
(or model inversion attack) aims to reconstruct/reveal
data distribution or data instances. Like the
membership inference attack, a defensive work [4]
uses reconstruction attack as its certification method.

In [5], a reconstruction attacker reveals a training
instance from the model and the dataset except the
training instance.

¢ Property Inference Attacks: The target of property
inference attack is extracting statistic information of
the dataset. e. g., facial proportions, male/female ratio,
etc. Although this attack strategy does not reveal data
instance directly, the leaked information can be used
for finding weakness of systems.

In [6], a property inference attacker is developed,
which backdoors sensitive attributes (e.g., author ship
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of text) by inverting low-dimensional latent vector
representations.

¢ Model Extraction Attacks: The above three attack
methods are targeting data used for constructing data,
in which white-box model access is generally
assumed. The model extraction attacks are black—box
privacy attacks for reconstructing neural network
models. These methods are used as a foundation
stone of other white-box access privacy attacks.

In [7], a model extractor is proposed, in which a
substitute for target model is learned by a synthetic
dataset generated by adversarial learner. The
extracted model is leveraged to adversarial attack on
some trained models.

II. Open Problems and Future Directions

¢ Privacy attack for wide—variety of applications:
Most of existing works have tackled privacy attack
methods for standard classification tasks with cross—
entropy loss and some regularization terms. These
methods cannot be used for other applications with
different loss function and training algorithm such as
object detection, generative model, etc. Thus, there
are open problems for revealing data/model for those
other applications.

¢ Privacy attack for non-image model: Several
studies have investigated privacy attacks on image-
based machine learning models. However, privacy
attacks on other input sources are rarely studied. For
instance, few works have addressed text revealer.

IV. Conclusion

We expound existing privacy attack methods for
machine learning algorithms. Also, we categorize
privacy attacks into four categories and discuss open
problems and future directions.
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